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1. 3aranbHi BigomocTi npo iHTepHeT peue# (loT)
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Bu3sHa4yeHHHd

IHTepHeT peyeun (Internet of Things, I0T) - KoHUenuiga
obuncnoBanbHOT  Mepexi  i3n4HuUX npeamerTiB
(«peyen»), ocHalleHUX BOyOOBaHUMU TEXHOSOMSAMM
ans B3aemodil oauH 3 oAHMM abo 3 30BHILLHIM
cepenoBuLLEM , SKa Po3rnsaace opraHi3auito Takux
MEpPEX SK sBuLLe, 3aaTHe nepebynyBaTy €KOHOMIYHI
Ta CyCNinbHI Npouecu, WO BUKIOYAE 3 YaCTUHU AN |
onepauin HeoOXiOHICTb y4acTi NMIOOAUHMN.



Knoyosl noHATTA loT

«lHTepHeT peuen»: NpeacTaBNAE Meperxy 3B’A3aHUX 4yepe3 iHTepHeT 06’eKTiB, 34aTHUX
36upatn AaHi i obMiHIOBaTUCA AaHUMMU, AKI HAAX0AATb i3 BOYA0OBaHUX cepBiciB.

«Mpuctpoi loT»: BXoAATb A0 CUCTEMM (HTEPHETY pedyen i npeactaBnAloTb bOyab-AkKi
aBTOHOMHI MPUCTPOI, NiAKAIOYEHI A0 IHTEPHETY, AKUMU MOXKHa KEpPYyBaTU AUCTAHLiINHO.

«EKocuctema loT»: BKAOYAE BCi KOMMOHEHTU, AKi [A03BONAOTbL bOi3Hecy, ypsagam i
KOPUCTyBaYam NPUEAHYBATU CBOI NPUCTPOI |0T, BKAKOYAKOUM NyNbTU yNPaBAiHHA, NaHeni
IHCTPYMEHTIB, MepeXi, W31, aHaNITUKY, 3bepiraHHA AaHux i 6e3neky.

«®Pi3anyHUM piBeHb»: NpeacTaBniA€e anapaTHe 3abe3neyeHHA, sKke BUKOPUCTOBYETLCA B |OT-
NPUCTPOAX, BKAKOYAOUYM CEHCOPU Ta mMeperkeBe obnagHaHHA. Bignosigae 3a nepegauvy
AaHUX, 3ibpaHnx y pisMyHOMY Wapi, 40 Pi3HUX NPUCTPOIB.

«PiBeHb poaaTKiB»: BKIOYAE NPOTOKOAN Ta iHTepdENCH, AKIi BUKOPUCTOBYOTb NPUCTPOI ANA
iaeHTUdiKauii Ta 38°A3Ky mixk coboto.

«MynbTK ynpasniHHA»: 403BONAIOTb NH0AAM BUKOPUCTOBYBATK loT-npucTpoi, 3’€gHy04MCH 3
HAMM | KOHTPOJIIOKOYM IX 33 AOMNOMOrol nNaHeni IiHCTPYMEeHTIB — Hanpuknag, 3a
JONOMOroto MobinbHMXx popatkie. [Jo nynbTiB ynpaBAiHHA BigHOCATLCA CMapPTPOHM,
nnaHwetTy, MK, po3ymHi roAMHHUKN, TENEBI30PU | HETPAAULINHI NYNbTH.

«IMaHeni iHcTpymeHTIB»: 3ab6e3ne4ytoTb BigobpaxkeHHs iHbopmaLii npo ekocuctemy loT ans
KOPWUCTYBauiB, A0O3BO/IAOYN HEIO KepyBaTU (K NpaBUIO, AUCTaHLiMHO).

«AHanNITUYUHUU PaKTOpP»: NPeACTaBNAAE NPOrpamMHi CUCTEMM, AKI aHANI3YIOTb AaHi, OTPUMaAHI
Big loT-npucTpoiB. AHaniTMKa BUMKOPUCTOBYETbCA Y BEJIMKIM KiNbKOCTi CUEHapiiB —
HanNpPWKAag, ANA NPOrHo3yBaHHA TEXHIYHOrO 06CcnyroByBaHHA.



Cdhepu 3acTtocyBaHHA loT




loT B MmegnuUUnHI

—
»S XMapa 4 —
| Py =
N - L5
~
. -~
CMapTdoH
P J’ MeanyHun NNaHwer Meanpauiermk
: .- Q
Cepeep 6az garkmx Mepcoranbrumn
KOMN'HTEp

3aKnag oxXopory
300p0B'A

MauiexT 3
CeHCcopamMm

|
&

ENeKTPOKKKI MeguuKKi 3anuc



loT vy BincbKosin chepi (loM/BT




1L (|
|8 Pk ¢ A
HENE 8|15
R BB
5| L E| 5 m
& 13| S : Rt
L 51 |
" d | |
TR T - e @ ) "




Major Waveform Communities CONUS
for Battle Command Actors

e ZAVIFA IRSAIN
Rl Mo b ar61 » NLOS and
Other Actors: CONMMAND - . \B[:;f:: and
+ Surface Ships « Voice and Ow loiNg
rate data
BAME low to high
F/A18 g --=-""
y N 4 +NLOS and
AC-130 :
e - BLOS
DISMOUNTED L
FORCE -~~~ %k -
» Low power ';
*Voiceand low - T 4, nige " ey L , 5
rate data el A b e I R ey
«Primarily LOS  smal & o ; w MOUNTED
«OTM e i FORCE
: I * Voice and low
1) ‘R—’
! UGS -

% to meclum rate

CDR
)
! / SR S * Lo and NLOS
| & r \,  Formation Mounted Batlle Comr * ATQH/OTM
‘@ SmallUGY o= e on-the-move e

10



Joint Sensors

7 fl‘:gage._,-'

y ]
oftrol 1 L cdlgcn:o"
rack (precise ” \
position and t’ne)
;/ $ CsSG Jpae— Tameting |
PN i x

7z I=
4 w
Hdnan -Sysems

“ . X
Sty S
i N Link @116z ol Ty N VT N Wb ‘
! CECHVoatiata —— LT LT LIt e L - - » ey iox “al -

JTRSIBGWN
nkrice

|

I

1

k!
A

i Under Water
Outhoard : § WD 8 , Reconnaissance
NS0 T



2. lcTopia po3BUTKY loT

TepmiH «iHTepHeT peyen», 3060B'A3aHNUIN CBOED NOABOK KesiHy EWMOHY, AKUN B
1997 p, npautooum Ha KomnaHito Proctor and Gamble, 3acTtocysas TexHonorito
padioyacmomHoi ideHmudgpikayii (RFID) nna KepyBaHHA CUCTEMOKO MOCTABOK.
3aBaskM Ui poboti B 1999 poui Moro 3anpocmam B MacayyceTCbKui
TEXHOJIOTIYHUMN IHCTUTYT.

* 1973 - Mapio V. Kapayn10 OTPUMYE NaTEHT HA NepLUy Paaio-4aCTOTHY MITKY

e 1982 - nMigkntoyeHnn [0 |HTEpHETY aBTOMaT 3 ra3oBaHOK BOAOK B
yHiBepcuteTi KapHeri-MennoH

e 1989 - MiakntoyeHUn Ao IHTepHeTy ToCcTep Ha KoHPepeHLuii Interop '89

e 1991 - KomnaHia HP npeactaBuna HP Laserlet IlISi: nepwunn nigkntoyeHnn oo
mepexi Ethernet mepexeBui npuHTep

e 1993 - TligkntoyeHa p[0 |HTepHeTY KaBoBapKa B KembpuarKcbKomy
YHiBepcuTeTi (neplua niakntoyeHa Ao IHTepHeTy Kamepa)

1996 - Niapo3ain General Motors OnStar (anctaHuinHa giarHoctnka 2001)
1998 - [NosBa opraHi3auii Bluetooth SIG
e 1999 - XonoannbHuK LG Internet Digital DIOS



2000 - Mepwi npoasu po3pobaeHoi KomnaHieto HP KoHuenuii
BCenpoHUKHOT Komn'toTepum3auii (Cooltown): HP Labs, cuctema
064YMCcNtOBaNbHUX | KOMYHIKaLiMHUX TEXHONOTIN, AIKi B NOEAHAHHI OAWNH 3
OHUM CTBOPIOIOTb NiAKAOYEHHA A0 IHTepHeTy AnAa ntaen, micub i
06'eKTiB

2001 - BunycKk nepworo NnpucTpoto, WO BUKOPUCTOBYE TEXHOJIOTIIO
Bluetooth: mobinbHnM Tenedon KDDI 3 niaTpnmroto Bluetooth

2005 - MixKHapoaHUN COt03 eNeKTPO3B'A3KY, CreLiani3oBaHa YCTaHOBA
OOH, BunycTtmB 3BiT, B AKOMY BnepLue 6yam cpopmynboBaHi NPOrHo3u
PO3BUTKY IHTEPHETY peyen

2008 - Nosea nepworo loT-cninbHoTH IPSO Alliance, meToto akoro éyno
CNPUAHHA NiAKNIOYEHHIO peyer 4o IHTepHeTy

2010 - YcniwHa po3pobKa HaniBNpoBiAHNUKOBUX CBITIOAIOAHMX IAMI
npuBena Ao PO3BUTKY KOHLEMLIT PO3YMHOIO OCBIT/IEHHA

2014 - KomnaHia Apple ctBopuna npotoKon iBeacon ana masaykis



AesakKi ictropuyHi ¢aktu npo loT

e y 1926 Hikona Tecna B iHTepB'to XKypHany «Collier’s» 3aaBuBs, WO OAHOro pa3y B
ManbyTHbOMy pagio byae nNepeTBOPEHO Y MEBHUN «BEANKUM MO3OK», i, B
pe3ynbTaTi, BCi peyi CTaHYyTb YaCTUHOK €AMHOIO LIIOr0, a iIHCTPYMEHTH, 3aBAAKU
AKUM LLe CTaHE MOXAUBUM, OyayTb NE€rko NOMILLLATUCA Y KULLIEHI.

Y 1990 poui oanH i3 TBOpLiB NpoToKkony TCP/IP [IxoH POMKU NiAKAIOUYMB A0 MEpeXKi
CBiM TOCTep, WO, Ha AYMKY 6araTbox eKcnepTiB, 03HAMEHYBa/I0 MOYATOK EMNOXM
IHTEepHeT-peyen.

Cam TepmiH loT 6yB Bnepwe 3anponoHOBaHWMM i o03By4eHMM Yy 1999 pou
CMniB3aCHOBHUKOM pgocnigHoro ueHTpy Auto-ID B MacavyceTcbKOMY IHCTUTYTI
TexHonorin KeginHom EwmoHom. B ubomy K poui 6y cTBOpeHU cam AOCNIAHUN
LEeHTP, AKUIM 3aliMmaBcsi pagiodyacTtoTHol igeHTudiKkauieto (RFID) i ceHcopHumuM
TexHonoriamm. Came 3aBAAKM UMM HAMNPAMKAM KOHUENUIA i oTpumana Lwnpoke
NOLWMNPEHHA.

Y 2008-2009 pokKax KiNbKICTb NIAKAKOYEHUX A0 MepeXi npeameTiB nepesulmnao
KiNbKIiCTb NiAK/MIOYEHUX A0 MEpeXi Ntoaen.

barato ekcnepTiB BiA3HAa4YWMAM CNpaBKHiM No4yaToK epu TexHonorii loT y 2013 poui,
Xo4a ii MoABa He BMK/MKaNa Yy rPOMaACbKOCTi ocobnmsoro iHTepecy. Lle 6yno
noB’A3aHO 3 TMM, WO crno4vaTky loT cTapTyBana AK TEXHOMOrA MiKMALWHHOI
B3aemodaii 6e3 ntoacbKoi yyacti (machine-to-machine, M2M) ana 6e3npoBoaoBmX
CUCTEM MOHITOPUHTY.
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2017

lol is one of the transformational trends that
will shape the future of businesses

in 2017 and beyond.

2016

Internet of Things had evolved Into to a system using muitipie
technologies, ranging from the internet to wireless communication
and from micro-electromechanical systems (MEMS)

loT

Out of that 8.4 billion devices, more than half

will be consumer products. The most-used enterprise

loT devices will be smart electric meters and commercial
security comeras, according to Gartner.

2019

We estimate that by 2019 it will be

more than double the size of the Smartphone,
PC. tablet, connected car.

2018

IDC added an amendment to its recent
device count forecast to say that “by 2018,
there will be 22 billion internet of

things devices installed”

to embedded systems.
2015 “

2014
According to the survey, 65

percent of respondents had deployed loT
technologies in the enterprise in 2014

A brief overview of the 10T system design
2013

Is presented with some typical issues
that have to be seen during
deployment phase

the internet of Things has evolved Into to a system using muitiple technologies

ranging from the Internet to wireless communication

and from micro-electromechanical systems

(MEMS) to embedded systems.

2012

Adding RFID tags to Expensive Pleces of Equipment
to help track their Home appliances was one of
the first 10T applications.

1992

Companies proposed solutions like
Microsoft's at Work or Novell's NEST

2009

the phrase “Internet of Things™ started life as the
title of a presentation | made gt Procter

& Gamble (P&G) in 2009.

w0 @

i The Internet of Things, as a concept, wasn't

officially named until 1999. The concept was
[ often called ‘Embedded Internet” or
[ “Pervasive Compuling”
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NnHamika nowmnpeHHa loT

hanaponee 6,3 Mnpa 6,8 mnpg 7,2 mnpg 7,6 Mnpa
noakmovenuoy 900 MAIH 12,5 mnpg, 25 mnpa 50 mnpga
yCTpOMCTE
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MeTounuk: Cisco IBSG, anpens 2011 r.
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3. 3aranbHi npuHunn nobyaosu loT

CKknaposi loT
loT = CeHcopu (paTumkmn) + aHi + Mepexi + Mocayrw.
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3apaydi po3pobku loT

Mmoaeni B3aemoaii

cneuianisoBaHi iHTepdencn nporpamysaHHA aoaaTtkiB (APl - Application
Programming Interface) B pi3HOMaHITHI cuCTEMU XMapPHUX 0BUYNC/IEHD

KOMYHIiKaLiMHi mepexi - KOHBEePreHTHI mepei Ha 6asi npotoKkony IP
OAHO3HAYHa iaeHTMIKaLIA KOXHOIo e/IeMeHTa

cMcTeMa YNpaBAiHHA - KOHQIirypauito, OHOBJIEHHA MPOrPamMHOro
3abe3neyeHHs Ta MOHITOPUHT PoboTK 061aaHAHHSA

6e3neka — 4 HaNpPAMKM - MigKNOYEHHA, iaeHTUdiKauia, wudpyBaHHA
Tpadika i be3neky AoaAaTKiB

HadaHHA po3nogineHoi nnatpopmm ana O0B6pPobKM AaHUX Pi3HMMMU
AoaaTKaMu
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XapaKTepuctukm loT

B3aemo3B’A3aHicTb. Bci npuctpoi B3aemogitotb 4epe3 rnobanbHy abo
JIOKaNbHY iHGPACTPYKTYpPY iHPOPMALLIMHOro 0OMiIHY.

CepsBicun, opieHTOBaHI HA NPUCTPOI. IHTEpPHET peven 34aTHUN 3abe3neunTun
CEMAHTUYHY Y3roAXKeHICTb MiXK Pi3nYHMMM 06’ EKTaMmM peanbHOro CBITY i ix
iHbOpMaLIMHUM NOAAHHAM Yy BipTyaZibHOMY npocTopi i 06’eaHaTH Pi3nyHI
NPUCTPOI 3 YypaxyBaHHAM NMpaBua i obmekeHb.

leTeporeHHicTb. [puctpoi B IoT HeogHOPIAHI 3@ BU3HAYEHHAM i MOXYTb
HaneXaTn PpPIiSHUM Mepeam | anapaTtHuMx nnatpopm, WO He €
nepewkKoaor A0 B3aEMOA,I.

AWHamiyHicTb. CTaH nNPUCTPOIB 3MIHIOETLCA MNOCTIMHO: BKAKOYEHHA |
BUK/IIOYEHHA, KOHTEKCTHA | TeXHONOriYHa iHbopMmaLia, BKAKOYAKOUYM Micle
pO3TaWlyBaHHA | WBUAKICTb. KinbKiCTb NIAKNHOYEHUX NPUCTPOIB TaKOXK
MOXe AMHAMIYHO 3MIHIOBATUCA.

MacwTaboBaHicTb. KinbKicTb NpUCTPOIB, AKI OyAyTb «CRiNKyBaTUCAY |
OTPMMYBATM KEPYHUMM BMNJIMB B AECATKM PasiB NepeBULLUTb KiNbKiCTb
BY3/1iB B MOTOYHIN mepexKi IHTepHeT.



PisHI lOT

S
/’komnOHeHTbl YpoBHU CTpykTypHbIE

[ COBPEMEHHOI0
WHTepHeTa

Cuctema cucrtem
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4. Knacudikauia cucrem loT

3a 3aCTOCYyBaHHAM:

* nobyrosi — npomucnosi. [lpomucnoBi Mo)KHa noginmtn 3a coheporo
3aCTOCYBAHHA: TPAHCMNOPT, CiNbCbKe rocrnoAaapcTtBo, MeAWLMHA, BiMCbKOBI
TOLWO.

3a BaXK/IMBICTHO HACNIAKIB 3aCTOCYBaAHHA:

* 3BUYAMWHI — KPUTUYHI.

332 MOXNMBOCTAMMU LWOAO PYXY:
* CTAaTUYHIi — AUHAMIYHI.

3a BUMOramu 10 Yacy NPOXOAXKEHHA CUTHaANY:
* peanbHOro 4Yacy — MaJio KpUTUUHiI 40 Yacy.

3a cTyneHem 3axmueHocCTi:
* CWUbHO 3aXMULLeHi — cnabo 3axuLleHi



[Mpobnemu loT

* nepexig po nporokony IPv6
* @HeproXXmBNeHHA AATYUKIB
* NPUUHATTA 3araZibHUX CTaHAAPTIB.



[MTnTaHHA?



