HauioHanbHui
6aHK YKpalHu
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TetaHa MawnakoBCbKa

KepiBHUK HanpsaMy iHpopMaLinHMX KaMnaHin
HauioHanbHoro 6aHKy YkpaiHu
Jliotnin, 2026 poky




% CborogHi noroBopmMmo npo...

= #K BMNagkoBO He cTaTu CriBy4YaCcHUKOM
3MOYMHY

= [1naTtikHy 6e3neky: OCHOBI NpaBuna
= diHaHCcOBWUK HOMEpP TernedOHY: LLO Le
Take Ta 9K MOoro 3axmcTuTKU Bia waxpais

= [lpuknagu Ta 03HaKWU LWaxXpancCbKnx
BaKaHCin

= #Ak BGepertn CBoI CTOPIHKN B coLianbHNX
Mepexax Bif waxpaiB?

#LlWaxpaul yao6an

HauioHanbHwWii
GaHK Ykpainu
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NMpono3uuia nigpoobiTky

OUuiHITL
npono3unuiko
nigpooiTKy!

@ HauioHanbHwWii
GaHK Ykpainu

BizbMeMo Balwy 6aHKIBCbKY KapTKy
B opeHay

Onnara B geHb 950 rpuBeHb
Mepwnin aBaHC Yepes 24 roauHun
nicns nepesipku

{ \ Onnata KOXHOro gHs o 17.45

. v ==

+9588 96 XXXX

A0QATH KOHTaKT

#Kibepbe3neka®iHaHciB



% poLioBi Mynu

Uu 3HaeTe
Bu XT0 Taki
rpoLloBI
Mynun?




% poLioBi Mynu

«powoBi mynu» (abo gponun) — Le noan, siki 3a BUHaropoay
nepenarTb B KOPUCTYBAHHS CBOI NNaTiKHI KAPTKN Ta BaHKIBCbKI
PaxyHKuM iHLWIKMM ocobam, JonomMararodm B Takum cnocib (CeigomMo yu

HeCBi4OMO) LaxpasiMm.

LLAXPAM

H E

1234 5678 9012 3456

negtA_juedxem#




% poLioBi Mynu
LLlaxpai BUKOPUCTOBYIOTb YYXi KAPTKMU Ta paxyHKU AN nepekKasy
KOLWITIB, OTPUMAHNX HE3AKOHHUM LUNISAXOM:
= Tepopuam
= TopiBns nogbmMm abo HapKoTUKaMU
= |HLWI TAKKI 31104MHN

LLAXPAM

H E

1234 5678 9012 3456

/_.%1



% poLioBi Mynu

3panv B opeHAy 6aHKIBCbKY KapTKy — CTarnim cniBy4aCcHUKOM
3I104MHY.
Bawa kapTka — B KpUMIHasnbHIN cxeMmi. | BU — Tex.

#Wlaxpail'yn6ain
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‘powoBi mynu

@ HauioHanbHwWii
GaHK Ykpainu

OcTepirantecs npono3uuin «opeHayBaTU» Bally KapTKy 4um

GaHKiBCbKUN paxyHOK!

= |llaxpal po3MilLyOTb OroSIOLLEHHS, A€ NPOMOHYITH B3ATU B
«opeHay» baHKIBCbKi KapTku Ta paxyHKu 3a BuHaropoay (=1000
rPH/OEHb).

= ADO npornoHytTb pobOoTY, WO nependavae BIOKPUTTSA paxyHKy Ha
CBO€E IM'S 4NA nepekasy KOLITIB.




% poLioBi Mynu

71K BIAPISHUTU NPONO3ULII0 CTaTKU "OponoM Bif

IHLWMX npono3uuin nNpo poboTty?

= B onuci pobotu 3a3HayeHo, Wwo HeobxiaHO
nepekasyBaTu rpoLui.

= He onncaHi KOHKPETHiI NpodeciiHi BUMOrn oo
npeTeHaeHTa pobotu, Hemae neperiky 1noro
000B'A3KiIB, KPIM Nnepekasy rpoLLen.

= Hemae BuMor oo ocBiTM Ta gocsigy poboTu.

= Pobota nepenbayae Tinbkv oHnarH-B3aemMogito 3
poboToaasLem (6e3 0cobucToro CrifikyBaHHS).

= [lponosuuis Nnpo poboTy nepeabavae BUCOKUK
ooxig 3a MiHiMyM 3ycunb. [leski oronoweHHs
NPOMNOHYKTb BUTpadaTu B AeHb 6rnnabko 10
XBUIMWH, W6 3apobnaTtn Ao 10 Tucay rpMBeHb Ha

micALb. #LWaxpanl'yn6an

HauioHanbHwWii
GaHK Ykpainu



% BignoBiganbHICTb | pU3nku gnsa “rpowoBux myniB”

HauioHanbHwWii
6aHK YkpaiHu

KpumiHanbHa BignoBiganbHiCcTb

HaBiTb SKLLO NognHa He yCBIAOMITIOE CBOET y4acTi Y 3M04YMHi, BOHa BCe OQHO
MOXeE BYTU NpUTArHyTa A0 KpMMiHarnbHOI BignoBiAanbHOCTI

MpobGnemu 3 nocTynom Ao 6aHKIBCLKMX Nocnyr Ta npaueBnawTyBaHHAM

B maiibyTHbOMY Apon MOXe ByTv 0bMeXeHUM y AoCTyni A0 GaHKIBCbKMX NOCnyr
(ycix B6aHKIiB), a TakoXX OTpUMaTK «NNSAMy» Ha AiNoBin penyTauii i MaTyu npobnemum
nig Yac npaueenaluTyBaHHs.

Pu3uk BTpatn rpowien

BnacHuku paxyHkis abo KapTok MOXyYTb BTpaTMTK BCi CBOI 3aollagkeHHs Yepes
LLaxXpauncbKi onepadii, HaBiTb KO BOHM He ByaoyTb 3anyyeHi 40 KpUMiHanbHOI
crnpasu.

#lWaxpanl yn6an

10




% NnaTti>kHa 0e3nekKka

NMoBIAOMNIATU MOXKHA NULLE

16-3Ha4YHMN HOMEP KAPTKWU

1234 5678 9012 3456




% MnaTixHa 6e3neka

HIKOMY HE KAXITb
TPbOX3HAa4YHUN HOMEP Ha 3BOPOTi KAPTKH

012



NnaTti>kHa 0e3nekKka

TpumMmauTte y cekperi:

e CVV-kopg

e Kogu 6aHKiB i MOGINNbHUX
onepartopiBs

e MMiH-KOQ 00 KaApTKWH




% NnaTti>kHa 0e3nekKka

NIOKNKYITb cmc-iHdhopmyBaHHSA

CTOCOBHO onepauin 3 NaTi>KHO
KapTKO

BCTAHOBITb IHOUBIAYAIbHI
nmiITHn

Ha onepauil 3 NNaTKHOK KapTKOK
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#LlWaxpanl'yn6aun

@ HauioHanbHwWii
GaHK Ykpainu
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NnaTtixxHa 6e3neka

lNMpaBMnbHO NpuKpuBanTe NiH-KoA

lNMpukpuBanTe KnasiaTypy nig 4yac
yBeAeHHs NiH-KoAay

HaujioHanbHui
BaHK Ykpainu

15



% MnaTti)kHa 6e3neka

3MiHIOUTE MiH-KOAO OO0 KapTKU

= 1 pa3 Ha 3 Mmicaui
= AKLWOo BMHUKNA Nigo3pa, Wo
XTOCb MO0 MOXe 3HaTu

#LlWlaxpanl'yan6an

@ HauioHanbHwWii
GaHK Ykpainu



3aranbHonocTynHi mepexi Wi-Fi

HapaBauTte nepeBary TP KOPHCTYﬁCH
iHTepHeTy Big MobinbLHOro

oneparopa 3arasibHofoCTynHoOO @
mepexero Wi-Fi

LLIaxpal MOXYTb
NnepexonuT
TBOI AaHi!

#Kibepllec



.

fK 3aXucTnTN CMapTEPOH?

1. BcTaHoBITL Naposnb Ha BXig

2. HanawTynTte nokas cnosilleHb Ha
3abnokoBaHOMY eKpaHi y Takum crocio,
OO xoBaTH IX KOHMIAEHUIMHUIA BMICT

HaujioHanbHui
BaHk YkpaiHu

Y pasi BTpatn abo Kpagixku
cMapTdoHa, NoTpidbHO

3arenedoHyBaTn 40 MODINbHOro

ornepartopa Ta 6aHky, Wwob 3abrnokyBaTu
CBOI paxyHKMW.

Bank
Hose noBigoMnNeHHa

18



% diHaHCcOBUN HOMep TenedoHy

®iHaHcoBUM HOMep TernedoHy — Lie HOMep, SKNU NpUB’aA3aHnn 4o
BGaHKIBCbKMX paxyHKiB.

HauioHanbHwWii
BaHK Ykpainu

Ha uen Homep HagxoAATb:
Koau NiaTBepAXKEHHS onepauin
naponi Big 6aHkiB

iHbopMauis npo BanaHc KoLwWTiB
Ha paxyHKax

#Lllaxpaul yao6an

1234 5678 9012 3456

19



% Cxema Kpaaiku cpiHaHCOBOro Homepy Tene¢goHy

@ HauioHanbHwWii
GaHK Ykpainu

CueHapin waxpancrsea

LLlaxpan TenedoHye Big iMeHi npauiBHMKa
MODBINBHOro orneparopa Ta NPonoHyeE
nepenTn Ha HOBI NoninweHi cTaHaapTH
3B’A3Ky. [na niaTBepa)XeHHA NpocuThb
Ha3BaTW KO 13 CMC-NOBIOOMITEHHS.

BigkntouiTe nocnyry BigganeHol 3amMmiHu CimM-
KapTKW y cBOro MobinbHOro oneparopa.

20



% diHaHcoBMUM HOMep TenedgoHy

TpumanTe B ceKperTi:

7 SMS-koam Big MobinbHUX
oneparopiB

NOriH Ta Naporb A0 OHMalH-

kabiHety MoOifibHOro
oneparopa

napoJsib 4o MmobinbHOro
gopaTtka oneparopa




% Ak 3axucTuTtn cpiHaHcoBUMN HoMep TenedoHy?

3aBeniTb ANf CNifikyBaHHA 3
OaHKOM OKpeMy CiM-KapTKy Ta He
pPO3rosiowymnTe CBin doiHaHCOBUM
HOMeEpP TennedooHY.M

He "npus’asynte" diHaHCOBMI HOMeEpP TenegoHy o
couianbHUX MepexX, MECEHOXEPIB Ta He
BUKOPUCTOBYMNTE A1 aBTOpU3aLii B IHLUMX CUCTEMAX.
He 3anuwante iHaHCOBUW HOMEP B AKOCTI
KOHTaKTHOro HOMepy B aHKETHUX OaHUX Ta He
BUKOPUCTOBYMNTE ONA WOAEHHOIO CrifnkyBaHHA.

HauioHanbHwWii
GaHK Ykpainu



% AK 3axucTutn chiHaHcoBMU Homep TernedoHy?

= "MpuB’axitTb" hpiHaHCOBMN HOMep TenedoHy A0 CBOIX
NacnoOpPTHUX AaHMUX abo NepenTn Ha KOHTPAaKT 3 MODINbHUM
ornepaTopom.

= BigknouiTe nocnyry BigganeHol 3amMmiHu CiM-KapTu y CBOro
MODINbLHOro oneparopa.

ID CARD

@ HauioHanbHwWii
GaHK Ykpainu
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NMpono3uuii nigpoOiTKy BiA wWaxpaiB

Petrenko24
Pexnama

]

: MNMpocra poGoTta

- AOCBIA He NOTpiGeH;

- AacTb BaM 6arato MOXAUBOCTEW;
- 6yAb-XTO MOXe NnoAaTh 3anBKy;
- MOXHa npauloBaTv 3 JOMY;

- nocTinHa poborTa.

OeHHa 3apnnara:
2500 rpH

Byab nacka, 38°aXiTk

OIO, RKWO By 3aUiKaB/1eHi.

e

VYBara, XTo xo4e 3apo6uTn
500 rpuBeHb Ha KapTKy?

Ha cairi Big6yBacrben
roziocyBaHHS LOA0

Lie He cnawm i He "po3Bog",
MeHi peanibHO 3annaTunm

2
& PE€CTPAL[ S

$ MOMOBHEHHSA PaXyHKY

+500.00 2




% NMpono3uuii nigpoOiTKy BiA wWaxpaiB

LLlaxpai 06iuaoThL nerknm 3apobiTok
OHJaMH: Hi4Yoro pobutn He Tpeba —
nuvLie Hagiwsm rpoLwi u Yekamn
"nogBo€EHHS".

CnoyaTKky BCe Burnggae npmusabnmeo:
nepekasas 100 rpH — oTpumas 200.
Ane gani cyma BHeCKy 3pocTae, a oT
obiusHMX BUNNaT BM BinbLue He
nobauuTe.




[Mpono3uuil Big WwaxpaiB 34aTU B OpeHAyY CTOPiHKY B
coumMepexax

LLUIAXPAI 3amicTb 0BiLISIHOrO NacVMBHOIO [OXOAY, BMACHUK

NMPOMOHYIOTb aKkayHTy MOXe oTpumaTtu Kyny npobnem: Big
Gr1I0KyBaHHA CTOPIHKM 40 BUMAHIOBAHHS FPOLLEN Y

3JJ,ATM B OPEHJJ,Y ApYy3iB BfiaCHUKa CTOPIHKM Bif, NOro iMeHi.

CTOPIHKY

B COLUA" b' LLlaxpal BUKOPUCTOBYHOTb TaKi CTOPIHKU:

HUX = Po3MmillieHHs peknaMmu ToBapiB 3i CTOPiHKM BracHMKa.

= HanucaHHA NO3UTMBHMX KOMEHTAapIB Ha CTOpPIiHKax MEeBHUX

MEPE)KAX MarasuHiB, y TOMY YMChi LLaXpanuCbKnX.
= HanucaHHA  KOMeHTapiB 3 METO  po3nartoBaHHS
BOPOXKHEM.
= [IpocuTtn B BOpPr y NiANUCHUKIB BflaCHMUKA CTOPIHKK Big, MOro
IMEHI.
= Pobutn nybnikauii Big MeHi BNacHMKa CTOPIHKN NPO OenKoBI
#maxpa ﬁry‘qﬁa I 360pK Ha BiICbKOBY aMyHILLit0 Y/ NiKyBaHHSA TOLLO.

20




% Pob6oTa, B siky noTpidHO BKNacTu rpoLui

NMponAaiTb nnaTHi Kypcu
abo BHeCiTb CTpaxoBUM

BHECOK

[ |

#Lllaxpaul yao6an



% AK He noTpanuUTU A0 PYK WaxpaiB nig Yac Nowyky podooTu?

= AKLWO BM HATpanunn B iIHTEPHETI Ha
CYMHIBHY BaKaHCito BiJ iMeHi BiZOMOro
OpeHay, nepesipTe iHopMaUito Npo
BaKaHCIt0 Ha OPiLINHOMY CauTi
NoTeHUinHOro pobotoaaBus, agxe waxpal
MOXYTb CTBOPHOBATU CanTW, SKi BidyarnbHO
AyXXe CXOXi Ha CTOpPiHKK BigoMUX BpeHaiB.

= He BknaganTe BnacHi rpoui B
3anponoHoBaHy poboTy B iHTEPHETI. Y
OiNbLUOCTI BUNagkKiB Le npono3uuii Big
Luaxpais.

= byabTre yBaXKHUMU A0 NErknx 3apobiTkis.

= He cnnayvynTte »XOO4HMX NOCAyr, Wwob
odoopMUTUCA Ha POBOTY B TY UM iHLLY
opraHisaduito.




% lNMpono3uuii nigpoOiTKy Big waxpaiB

MoTpibHa noguHa, aKka podbuTuMe CKpPiHWU: :
P a P P MoTpibHa noauHa, sika byae

/f'\\\ ctaBuTH naviku B Spotify Ta TikTok.

10 ckpiHiB — 87 rpmBeHb;

4218 (C::pll::: 5 gzg :p:Z:Eb “IMPAHGT ' HenosHuin po6o4ni geHb.
5 2 ' \\/ [oxin — 600 rpuBeHb Ha AEHb.

#UWaxpaulynban
#Waxpanl'yn6an gl
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lNMpono3uuii nigpoOiTKy Big waxpaiB

3anpou1yeM0 CTat Hawum

WAKXPAleT,
\

OHNaViH-NPaLiBHUKOM. v

Bam notpiGHum Tinbkn MobinbHUn
TenedoH, poboTa y BiflbHUIA Yac.
Hoxig 3500-11000 rpuBeHb Ha AeHb.
3anuvwanTte Ham rnoBiAOM/IEHHSA

3apa3 i otpumamTte 6oHyc 150 rpuBeHsb.
11:46

#llaxpanlyn6an

A — npeacraBHUK BigAiNy Kagpis
BigOMOI KOMMaHil!

MponoHyto Bam NonobuTtn Hawi roteni,
My Gyaemo nnaTtuTy BaMm 3a Ue WOAHA.
Lle 3aime BCbOro 2—8 XBUNWH Ha AEHb.
Ooxia sig 250 no 4500 rpuseHb Ha JleHb.

S

#lllaxpanlyn6an




% 7K Wwaxpal BUMaHOTbL naponi?

LLiykau po6ory,

Ae NUTaloTb
npo AoCBIA,
a He napo/sb!

NEPEBIPSAA CAUTW,

Ha skuu BBOOULU CBOI
naHi

#LWaxpanl'ya6au




lNepeBipka cauTiB

. 19 ‘-'{ ,.‘.- o
[MepeBipTe BebcanT 3a W

OO0MNOMOroHo
IHCTPYMEHTY OHNanH-
nepeBipkn 6e3nekun
“VirusTotal”:

3BepPHITb yBary Ha npoOTOKOJ1 CAaUTy -
Lie Habip NpaBuMn, aKi BU3HaYaloThb, aK
Bpay3ep Ta cepBep NpaLooTb Pa3om

-

nepeeBipTe agpecy NoTpibHoro
pecypcy, anxe bynb-aKi BiaAMiHHOCTI

MOXXYTb CBIOYUTU MPO Te, O BU
ONUHUNNCA Ha QILLIMHIOBOMY CaMTi

IcHy€ ABa OCHOBHUX NPOTOKONW CANTY:

/—'_\-\ - ar =]
( http — HeHaniMHKWA NPOTOKOS

_—
__\.

( v https — 6inblLl 6e3neYHA NPOTOKON

\\w/’/ =

S g B\



% lNepeBipka cauTiB

NMEPEBIPAN CAUTH
HA AKX BBOAMLL
NAPOJII TA AAHI
NMAATDKHUX KAPTOK

@ HauioHanbHwWii
GaHK Ykpainu

3BEpPHITb yBary 4v € iHLWi O3HaKun

LIaXpanucCbKUX CauTIB:

=  [OMWJSIKN B TEKCTI;

= HeOoCTaTHICTb KOHTAKTHOI
iHpbopMmaUil Npo KomnaHito abo i
Bf1ACHUKA,;

= He BCi CTOPIHKM CanTy 3amnoOBHEHI
iHpopMmalli€to;

= HeMmae yrogm Kopuctysada / poaginy
NONITUKN KOHMPIAEHLINHOCTI;

" CaWT BUKOPUCTOBYE 3axuLUeHe
3’€¢HaHHA 3 BUKOPUCTAHHAM
HedincHoro ceptudikara.




He BuKOpMcTOBYM O/18 CTBOPEHHSA

napons iMm’a kora!
Bo TBiK KiT, XO4 | MUNURK,

ane He 3pateH tebe
3aXUCTUTU Big 31amy

Mip yac cTtBopeHHsA napons
HE BUKOPUCTOBYTE:
ocobucty iHhopmalito, 3aranbHOBIAOMI
KombiHauil naponie, nocnigosHe abo
3BOPOTHE HanucaHHsA cMMBONIB abo undp

s

Waxpais =
HaMaraerpcg >
3namary §
aKayHr! P
g

,'}\ HauioHanbHuit
W Bank Yipainu



BukopucrtoByunTe pi3Hi naponi

OpgHakoBi naponi — ue Te came, WO

MaTW OOMH KN4 A0 GYAMHKY, ANA KOXXHOIO akayHTy —

aBTOMOGins, ceitda YHIKaZIlbHUN Naponb,
60 "oauH 3a BCiX" — Ue rapHo
TiNIbKN B iCTOPIAX NPO MyLUKeTepiB

#Waxpaulyn6an

,'}\ HauioHanbHuii
W Gank Ykpainu



HaginHum naponb — KN4y A0 3axXUCTy Big Kibep3arpos

3MiHION NapoOb perynsapHo,

— |
Ak 3YEHYAIITED Maponb — He aBTOrpad!

He Tpeba 3anuwartu noro
Ha KO)KHOMY CaMTi

#llaxpanlyn6an .

He naM’ATacELl, KON BOCTAHHE?
3Ha4YnUTb, 4AaBHO Nnopa

#lWaxpanlyabain



36epiraHHA naporniB

He 36epirai naponi B HOTaTKax NMpowiaBanTe, nanipuyi

Ha cMapT@OHi, 60 Ue AK KnacTu Y
30/10TO B NAKET 3 CynepMapKeTy 3 NaponsaMm.

36epiranTe naponi
npaBu/IbHO!

#Waxpanlyn6an #Ki6epllec




36epiraHHA naporniB

36epiraew naponi
B Opaysepax, wob6
He BBOAMTM iX wjopasy?

x@gtkdf’
He po6u uboro! 25vhikil
" ~
AKLWoO Waxpal \
3/1aMaloTb Komn'oTep, »‘&/
BOHM 3MOXYTb <3
(.

o
BKPACTUX TBOI napori. "\”/G«_"a\i/

&2

#Kibepllec

BukopuctoByn HaginHi MeHepKepum
naponis, 60 NOACbKA NamM’ATb —
He Google Drive

‘a N

(e0e ]
O
€I
L

\ )

#Waxpaulynban




HaginHum naponb — KN4y A0 3aXUCTy Bia Kibep3arpos

NMpuaymante naponb, SAKi H N
3anam’sitaTu NPoOCTO, BragaTtu € MOXXell 3anamMm ' fiTatu

HEMOXNNBO CK/1apgHUM Naponb?

BukopucrtoByv ¢ppasu
01151 CTBOPEHHS
naponis!

#Kibepllec




BukopuctaHHsa dpas ona cTBOpeHHSA naponiB

BapiaHT 1. BukopucrosyBatu
nepLui niTepu KOXXHOro croBsa
3Hanomoi ppasu sik OCHOBY
KOMOiHauil onsa napons.

Hanpuknag, sakwo 3 dpasm "Kibepllec
mobums  2pudmu  MaMuHi  Kanui ma
00s2!" obpatu nepwi nitepn cniB i
gogaTtu cneuianbHi cMMBONM Ta UMdpu
Bunae taka kombiHauis: Kplgmkto!#24.

@ HauioHanbHwWii
6ank Ykpainu

x@gtkdf’
25vhikill




% BukopuctaHHsa dpas ona cTBOpeHHSA naponiB

“bes Halii cnodisarocb”

BapiaHT 2.

BukopuctoByBaTu BCHO
c¢dpa3y sk naponb.

Hanpuknag, €AKWwoO 3a OCHOBY An4
naponsa B3atM  adopusm  Jleci
YkpaiHkn “6be3  Hadil criodigarock’,
MOXEe BUMWTM Taka KombiHauis:
BezNadiiSpodivaius, ao AKOT
HeoDXigHO TakoX AgodaTu crneuianbHi
CUMBONU Ta Uudpwn.




.

BukopuctaHHsa dpas ona cTBOpeHHSA naponiB

BapiaHT 3. MoeaHyBaTn
nepLi cknagu 4m 4acTuHU
KinbKoOX crniB hpasm.

Hanpuknag, <akwo 3 adopusmy
[puropis CkoBopoaun ‘bepu
8ePWUHY | Mamumew cepeduHy”
B3ATM nMepwi cknagn cniB Ta
gooatyn  cneudianbHi CMMBOMM  Ta
uuppn, BuUMge TakMi Naposib:
BeVerMaSer24!#.

@ HauioHanbHwWii
GaHK Ykpainu

“bepu sepwiuHy i Mamumew cepeduHy”




% OBodakTopHa aBTeHTU(iKaUiA

Konu BcTaHOBNIOELU

" "

HanawToByuTe ABOGAKTOPKY",
ABOMaKTOPHY , CTaEL yaBiui
aBTeHTUdiKauito ) HeOoCAKHILLNM
BClOAU, Ae Le MOXITMBO \ AV 2 | ON9 Laxpais!

ot

#Ki6epllec

@ HauioHanbHuit
GaHK Ykpainu



% OBodakTopHa aBTeHTU(iKaUiA

Konun o6paB HaginHMM 3aCTOCYHOK
ana 6araropaKkTopHOI

e

BukopuctoByute cneuianbHi
3aCTOCYHKU Ansa aBocakTopHOI
aBTeHTUdiKauil ue 6inbL
0e3ne4yHo:

"Authy", "Google Authenticator",
"Microsoft Authenticator”.

BoHU reHepytoTb 04HOPa30Bi Koau, SKi
3MiHIOTLCA KOXHiI 30 cekyHA,
YHEMOXIUBIIIOOUN TX NEePEXONSIEHHS.

aBTeHTMdiKaUil Ta CNOKIMHMMN
3a CBOI aKayHTH!

#Kioepllec




O3Haku waxpancbKnx Npono3unuiu

1. SAHAATO BUTIOAHA
NMPONO3ULIA |

Benuka 3apnnara 3a nerky po6oty 6e3 gocsigy.
OBiUAHKN KBEIMKUX OOXOAIB 3 NepLuIoro

TUXHA», «poboTa Mpii 6e3 3ycunb»
{f Haosamns



% O3Haku Wwaxpancbknx Nnpono3mnuiu

2. BIACYTHICTb MMPO30POI
IHOOPMALII

?

Hemae Ha3Bu KoMnaHii abo il Baxxko 3HauTu B Google.
Hemae uiTknx ymoB npaui, onucy oboBsa3kiB um rpadiky.

KoHTakT — nuwie yepes
MeceHaxepu (Telegram, O @ g

{} s Viber, WhatsApp)



% O3Haku WwaxpancbKUX Npono3uliu

3. Bumoru
nepepaTtu

ocob6ucTi abo —
6aHKIBCbKI AaHi ‘ ——- & |

e [1poCATb PEKBI3UTN KapPTKM abo Korii nacrnopTa
BXE Ha eTari nepenucku.

e [TponoHnykoThb "opeHayBaTn" Bawy 6aHKIBCbKY
KapTKy abo paxyHoOK.

HauioHanbHwWii



% O3Haku Wwaxpancbknx Nnpono3mnuiu

4 BKJIAAEHHA
BJIACHUX KOLLUTIB

Bac npocaTb «BKNacTW y CTapTOBUM NaKeT',
onnatuTu "HaBYaHHSN",
«CTPaxOBUWU BHECOKY




.

O3Haku waxpancbKnx Npono3unuiu

5. YHUKHEHHA
OCOBUCTOI 3YCTPIMI

YHuKatoTb Bigeo3B’a3Ky abo XuBoi crnisbecigu.

[MpeacTaBHUK KOMMaHIi He ije Ha KOHTaKT,
{ tnmmm nuLe nuiue
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% O3Haku Wwaxpancbknx Nnpono3mnuiu

6. POBOTA 3 BUKOPUCTAHHAM
BJIACHUX PAXYHKIB

[MpocaTb NepekasyBaTu KOLUTKU, 3HIMATU FOTIBKY,
0dOPMUTU paxyHOK «Ha cebe ansa KnieHTa.



.

O3Haku waxpancbKnx Npono3unuiu

7. HEMPO®ECIVHE
CrNiJIKYBAHHA

[ToBIiAOMMEHHSA 3 MOMUIIKaMW,
TUCKOM

Al

BiACYTHICTb AOKYMEHTIB, YMOBMU npaldll.

HauioHanbHwWii
uuuuuuuuuuuuu
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BunaakoBo noBiAOMUNU PEKBI3UTHU
KapTKU Ta Naposib waxpar?

HEFAUHO 3ABJIOKYUTE KAPTKY

TenecgoHynTe Ha HOMep, WO BKa3aHMN Ha
3BOPOTI NNAaTiXKHOI KapTKU

NMoBinomTte Kibepnoniuito

HauioHanbHwWii
@ 6aHK YkpaiHu 52



% SK He NOTpanNnUTK Ha rayok waxpas?

= oTtpumyuTe iHpopmauito nuwe 3 odildinHnx
axepen.

" He nepexoabTe 3a CYMHIiBHUMM
rineprnocunaHHAMM;

" TPUMaUTe B CEKpeTi:

» TPU3HaAYHUN HOMEP Ha 3BOPOTI KapTKU;
» TNOriH Ta Napornb 40 IHTEPHET-OaHKIHTY;
» Koau 6aHkiB Ta MOBIiNbHUX onepaTopis.

" He BBOALTE PEKBI3UTIB NMaTiXXKHUX KapPTOK Ha
He3HaMoMUX Ta nigo3pinux BebcanTax.

#LlWaxpaunl'yao6an

@ HauioHanbHwWii
GaHK Ykpainu



% KoHkypc «Mosi 6be3neyHa rpomapga»

AKTUBHOCTI, sIKi y4acHMKN KOHKypCYy MOXYTb pearii3oByBaTU Ha BflacHUM BUOIp:

" MOoLWMploBaTU NnakaTu 3 NnaTikKHOI 0e3nekn B rpOMagCbKnX MiCLUSIX;
"  MNPOBOAWUTW CNINbHUK Nepernag ocBiTHLOro Kypcy #laxpanlynban;

" MOLMpIOBaATU B YaTax, CMiflbHOTaX i HA CTOPIHKaXxX Yy couianbHUX Mepexax iHpopMaLinHi
mMarepianu.

YyacHukamu KOHKypCy MOXYTb OyTU:

= 3aknagu oCBITH;

= CifbCbKi, CEeNnuUUHI, MiCbKi paaw;

= BibnioTeku;

= OYOVHKM KyNbTYpU;

" [HWIi yCTaHOBW TEpPUTOpPIianbHOI rpomMaau.

HauioHanbHwWii
BaHK Ykpainu



% KoHKypc «Mosa 6e3neyHa rpomaga»

7k ponyuntnca oo KoHkypcy?
1. 3apeecTpymnTtecsa ans yvacri.

2. MpoBenitb ocsiTHI akTMBHOCTI 3 09 fo 22 ntotoro 2026 poky
BKIHOYHO.

3. 3pobiTb hoTO3BIT Ta Nybnikauito B couianbHUX Mepexax npo
npoBeAeHi akTUBHOCTI.

4. MoganTe 3BIT y4acHuka KoHkypcy 3 23 go 27 notoro 2026 poky
Ha enekTpoHHy agpecy: talan@bank.gov.ua.

HAIOPO[A y4yacHukiB KOHKypcy

Yci yqacHukn KoHKypcy, siki npoBefyTb xoda 6 OHY 3 aKTUBHOCTEWN

i3 nnaTiXkHoI 6e3nekn, OTPUMatOTb ENIEKTPOHHUI CEPTUMIKAT NPo y4acTb.
LLlo6 no3maratncsa 3a nogapyHKu Big opraHidaTopiB, NOTPIGHO NpOBECTU
GinbLie 0gHOro BMAOY akTUBHOCTEN 3 BULLEHaBeeHOro nepertiky.

. , HauioHanbHwWii < leHepanbHui
Opratiaatop: @ 6aHK YKpaiHu TAAAH napTHep: ) Kredgg,?ﬂ!f

HauioHanbHwWii
BaHK Ykpainu



KoHkypc «Mosi 6e3neyHa rpomapga»

BusHa4yeHHA nepemMoXxuis

MepemoXxuyie 6yae BU3HAYEHO Yy ABOX KaTeropisax:
» KoHconigoBaHa y4acTb Big rpomagm
Y uin kateropii ogHa ycrtaHoBa ab0 opraH MicUeBOro camoBpsiAyBaHHSA (3aknag
OCBITH, CiNbCbKa, CenuLiHa Y1 Micbka paaa, 6ibnioteka abo 6yaAnHOK KynbTypu) nogae
CNiNbHUA 3BIT NPO aKTUBHOCTI KiNbKOX YCTaHOB Bif IMEHI BCIEl TepuTopianbHOl rpoMagn.
MepemoXxui: 5 TeputopianbHUX rpomag
Haropopga: cyBeHipHa Npoaykuis Ta Kybku nepemoxuis

* Oxpema y4yacTb yCTaHOB
Y Uil KaTteropil KoXHa ycTaHoBa NoAaE BNacHUM 3BIiT NPO NMpoBeAeHi akTUBHOCTI
CaMOCTIHO.
Mepemoxui: 5 yctaHoB
Haropopga: cyseHipHa npogykuis

R

HauioHanbHwWii
GaHK Ykpainu



% IHTepakTuBHI BikTopuHu #llaxpanl'yabau

= Cepep y4yacCHUKIB, SKi NpaBUibHO
BMKOHAOTb 3aBAaHHSA BIKTOPUH
byne obpaHo 40 nepemoxuis (no 4
nepemMoXxuiB Ans KOXHOI
BiKTOPUHMU), SKi OTpMMaOTb
CYBEHIpHY NpoayKLito.

= Ulo6 y3aTtn yyactb B posirpaLdi
npu3iB, 3p06iTb CKPIHLLIOT ekpaHa 3
pesynsTatoM NPonaeHOl BIKTOPUHMN
Ta HagiwniTe oro Ao 25 nwtoro
2026 pOKy BKJTHOYHO, 3aMOBHMBLUU
BiANoOBigHI hopMK AN KOXHOT
BIKTOPUHN OKPEMO.

= [lepemoxuiB Oyae oronowleHo oo
10 6epesHs 2026 poky.

<

: : HaujioHanbHuii <z leHepanbHuit Raiffeisen
OpraHizaTop: @ 6amK YKpaiHm TAAAH napTHep: x Bank

HauioHanbHwWii
GaHK Ykpainu




% BceykpalHcbkun yeneHax #Laxpanl'ynboan

BceykpaiHcbkum yeneHmx #laxpaul'yab6am — e ocBiTHA iHiLiaTMBa, Nig Yac Kol yHacHUKN 3a
A0NOMOroro Tabnuyok, pyxis i pas CTBOPKOKOTL KOPOTKe Bigeo (40 1 XB) Ha TeMy NNaTiKHOI
Geanekun Ta NpuBepTaloTb yBary rpoMagcbKocTi 4O npobrnemMu oHNanH-waxpancTea.

3aBOaHHSA y4acHUKIB YeneHmKy: KpeaTUBHO PO3KPUTU NpaBuna nNnaTixxHoi 6e3nekun, CTBOpUBLL
KOpOTKe Bifeo (00 1 XBUMMHK) 3a 3anporoHoBaHUM abo BNacHUM CLeHapieM.

MurawTte CVV-kog?

Waxpan ryn6an!

OpraHizaTop: @ 2:3;?3%2?:: :;Z';z:z:’"”ﬁ ) KredoBank

Foundation 5 8

HauioHanbHwWii
GaHK Ykpainu




% OcBiTHIn kypc #laxpanl'yndan

Kypc #laxpanl'ynbamn — ue 6esonnaTHui BiEOKYpC, Y
SAIKOMY €KCNepTn Ha pearnbHUX NPUKNagax NnosiCHWTb, SK
po3ni3HaBaTh LWaxpamcbKi CXeMU B iHTEPHETI.

LlinboBa ayauTopia: BCi aKTUBHI KOPUCTYBaYi NaTiXKHUX
nocnyr Bikom Big 14 pokiB. BiH cknagaeTbcs 3 4eB’ATH
KOPOTKMX Bigeonekuin TpueanicTtio 4o 10 XBUNWH.

[MepernanyTn Kypc MoXXHa 6e3onnaTtHo Ha nnatdgopmi
MEGOGO:

Po3pobHuKM Kypcy: HauioHanbHuin 6aHK YKpaiHu pasom
i3 BO "®yHpauia KpegobaHky"

HauioHanbHwWii
GaHK Ykpainu

HauioHanbHui
6aHK YkpaiHu

) KredoBank

Foundaticn




J% bibnioteka maTtepianis HBY no [1HA 6e3neyHoro iHTepHeTy

YMoBU oTpuMaHHSA cepTudikaTa 3a
npoBeaeHUn 3axia

1. NMpoBeaiTe oanH abo Kifibka OCBITHIX
3axoAaiB 3 nnaTikHoI 6e3nekn oo 22
notoro 2026 poky BKITFOYHO Ha OCHOBI
mMatepianis HBY.

2. 3pobiTb nybnikauito B couianbHUX
Mepexax.

3. 3anoBHiTb hopMmy 3BITY 40 27 NOTOro
2026 poKy BKIMHOYHO.

Cepepn ycix yyacHuKiB, AKi npoBeayTb 3axig
| 3aMOBHATL (POPMY 3BITY, LLUNAXOM
BMNagkKoBoro Bigdopy byae BM3Hay4yeHo
AeCATb NepeMoXLUiB, AKi OTPpUMaoTb

CYBEHIpHY NpoayKL,ito.

HauioHanbHwii <> TeHepanbHUit ) KredoBank
6aHK YkpaiHu TAAAH naprHep: Foundatio

OpraHisaTop: @

HauioHanbHwWii
GaHK Ykpainu




#Ki6eplec Ta #Ki6epKir
PaafAThb, AK YHUKHYTU LLUaxXpancTBa




% NMpokayanTe CBOI 3HaHHA 3 NNaTiXKHOI 6e3neKu

[=]:d [m]

Caut HBY 3 nnaTiXXHOoI 6e3neku

o

#LlWlaxpanl'yan6an
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