JIABOPATOPHA POBOTA Ne 6
PO3MEKYBAHHS JOCTYITY B TJOMEHHIN

CTPYKTYPI HA BA3I ACTIVE DIRECTORY

Tema: CTBOpeHHS Ta HAJAITYBaHHA JOMEHY KOPHCTYBAIbKOi CHCTEMH.
Po3mexxyBaHHA JOCTYIy B JOMEHHIM CTpyKTypi Ha 6a3i Active Directory cimeiicTBa
onepamiifaux cucreM Windows.

MeTa: 10CHIIUTH Ta HAJAIITYBATH JJOMEH 3a JJOIOMOTOI0 €JIEMEHTIB CITy>KOH KaTaJIoTiB

ActiveDirectory OC Windows Server.

3ABJAHHS

1. CrBopuTH OprasizamiiHUM MiaPO3ALI.

2. CTBOpuUTH JBa JOMEHHI OOJIKOBI 3alKMCH KOPUCTYBadyiB. 3aJaTH iM 4yac BXOIy B
CUCTEMY. (HOHEOINOK, cepeda ma n amHuys 01s userl, 6iemopox, uemeep ma

cyooma ons user2. Pobouuti uac — 3 8:00 oo 20:00)

3. CrBopuTH 1€ J1Ba JOMEHHI OONIKOBI 3amMCH. JO03BOJIUTH AOCTYH O PI3HUX

KOMIT'10TepiB oMeHy. (Cmeopumu 0Our cnucok 00Cmyny 00 00H020

Kopucmyeaua ma Opyeutl Cnucok 0Jisl iHul020.)

4. CrBOpUTH 1€ OJAMH JOMEHHUHN OONIKOBHH 3amuc. MIAKIIOYUTH AJI JOMEHHOTO
KOpUCTYyBaya Marky sk MepexeBuil ntuck. (Ha oucky cepsepa (ne cucmemnomy)
cmeopumu nanky 3azanvHoz2o docmyny. Haoamu noenuii oocmyn 0o yiei nanku
oaHomy Kopucmysauy. Bcmanoeumu keomy, Ky 6UKOpUCMOBYE Yell

Kopucmyeadu.)

5. CrBopuTu 1e OAWH JOMEHHHMM oOdikoBui 3amuc. [ligkmounTe AeKiabka
MEpEKEeBUX TUCKIB I IOMEHHOTO KOpPUCTyBaua. ([{ns peanizayii wanucamu

CKpunm. Bcmanosumu keomu aaHOMy Kopucmyeaudy Ha 6UKOPUCMAHHA OUCK0BO2O

npocmopy.)



TEOPETUYHUIN MATEPIAJI

PaboTra 3 00s1ikoBMMHM 3antMcaMu KOpUCTYBa4iB B Active Directory

O6mikoBi 3anmucH (accounts) KOPUCTYBauiB, KOMI'IOTEPIB 1 TPyH - OJUH 3 TOJOBHUX
€JIEMECHTIB KEePYBaHHs JOCTYIIOM JI0 MEPEXKHHX PECypCiB, a BHUXOIUTh, 1 BCI€l CUCTEMH
Oe3I1eKu MEPEXKi B IIIOMY.

Y cepenoumi Windows 2003 Active Directory icHye 3 TOJIOBHHX THIIA
KOPHUCTYBAIbKMX O0JIIKOBUX 3aITUCIB!

= JlokanpHi 007iKOBI 3amucu KopucTyBadiB. Lli 00miKOBI 3amucu iCHYIOTH Y
nokanbHiN 0a31 nanux SAM (Security Accounts Manager) Ha KOXKHIM CUCTEMI, IO TIPALTIOE
nig kepyBanHsaM Windows 2003. L{i o01ikoBi 3amucu CTBOPIOIOTHCS 3 BUKOPUCTAHHAM
inctpymenTta Local Users and Groups (JIokanbHi kopucTyBadi i rpymnu) korcor Computer
Management (KepyBanus xomm'torepom). [lomiTuMo, mo [uisi BXOAy B CHUCTEMY IIO
JIOKQJIBHOMY OOJIIKOBOMY 3amucy, el OOJiKOBUH 3amuc 0OOB'S3KOBO TMOBUHEH OyTH
IpUCYTHIM y 6a3i nanux SAM Ha cuctemi, y Ky BM Hamaraerecsi BBitu. Lle poOuts
JIOKaJIbHI OOJIIKOBI 3alMCH HEMPAKTHYHUMH JUIS OUTBIIIMX MEPEX, BHACTIAOK OUIBIIHMX
HAKJIaJHUX BUTPAT IO IXHHOMY aJMiHICTPYBaHHIO.

= OOiKOBI 3amucu KOpUCTyBauiB gomeHa. Lli oOmikoBi 3amucu 30epiraloThCsi B
Active Directory i MOXYTh BUKOPHUCTOBYBATHCS JUIS BXOIy B CHCTEMY H JOCTYIy [0
pecypciB 1mo Bchomy Jicy AD. OOMKOBI 3alMcHd [BOTO THIY CTBOPIOIOTHCS
LIEHTpaTi30BaHo 3a gornomMororo koucoui "Active Directory Users and Computers" ("Active
Directory - kopucrtysaui it komm'torepu").

= BOynoBani 00:1ikoBi 3anucH. L1 0011KOB1 3aNTUCH CTBOPIOIOTHCSI CAMOIO CUCTEMOIO
il He MOXYTb OyTH BHITyuYeHi. 32 3aMOBUYBaHHAM OyJIb-sIKa CUCTEMA, 130J1bOBaHa (OKpEMO
BCTaHOBJICHa) a00 Ta MIO B JIOMEHi, CTBOPIOE 1Ba 0OIJiKOBi 3ammcu - Administrator
(Anminictparop) 1 Guest (I'icTb). 3a 3amMoBuyBaHHSAM 00J1iKOBHIA 3anuc ['icTh BigKITIOYEHA.

3ocepenuMo CBOIO yBary Ha OOJIKOBHUX 3alKcax KOpUCTyBauiB qomeHa. Li 00mikoBi
3aIucH 30epiraloThCsi Ha KOHTpOJepax JAOMEHa, 1110 30epiratoTh Korito 6a3u faHux Active
Directory.

JlojaBaHHS HOBOT'O IOMEHHOT0 00J1iIKOBOTI0 3aMiCy KOPpUCTYBa4ya

PosrnsimeMo mpukian CTBOpEHHS OOJIIKOBOTO 3amucy KOpucTyBada gomeHa. [1[o6
CTBOPUTH OOJIKOBHI 3allMC KOPUCTyBaya KJIALHITH [IPaBOI0 KHOMKOIO KOHTEWHED, Y KU
BU IIparHeTe MOMICTUTH OOJIIKOBUI 3aIIC KOPHCTYBaya, BUOEPITh Y KOHTEKCTHOMY MEHIO
New (CtBoputn), a motim - User (Kopuctysau). Binkpuetscs BikHO Maiictpa New Object
- User (Hoswuii 06'exT - Kopucrysau) (Puc.2.18)

1. VYBeniTh iM's, 1HILIAIM 1 MPi3BUILE KOPUCTYBaya y BIANOBITHUX mosx. LIi
JaHi OyIyTh MOTPIOHI U1 CTBOPEHHS Bi0OpaXyBaHOTO iMEH1 KOPUCTYyBaya.

2. Binpenaryiite noBHe im's. BoHO moBHHHE OyTH YHIKaJIBHUM Yy JOMEHI i
MaTH JIOBXKUHY He O1bIn 64 CHMBOTIB.



3. VYBenith iM's Ui BXOAy. 3a JONOMOTOIO CHHCKY, IIO PO3KPHUBAETHCS,
BHOEPITh TOMEH, 3 IKUM Oyie 3B'ss3aHU 00JIIKOBHH 3aITucC.

4. [Tpu HEOOXigHOCTI 3MIHITBH iM'S KOpUCTYBaya ais BXoay B cucremu 3 OC
Windows NT 4.0 abo 6inbin panHiMH BepcisiMU. 32 3aMOBUYBAHHSM Y SIKOCTI iMEHI JJIst
BXOAY B CHCTeMH 3 TomepenHiMu BepcisMu Windows BHKOPUCTOBYIOThCs meprm 20
CUMBOJIIB TIOBHOTO iMEHi1 KopucTyBaya. lle iM's TakoX MOBHHHE OyTH YHIKQJIBHUM Yy
JIOMEHI.

5| New Object - User [ x|

g Create in:  kszilocal/groups =

Eirst name: IVictor Initials: IP( te

Last name: IKravzov

o b s AR

Full name: I\ficlor Pt. Kravzov

User logon name;
IVictorKravzov I @kszilocal L]

User logon name [pre-windows 2000}
lKSZI\ IVictothavzov

¢ Bath m Cancel |
I
Puc.2.18

5. Knarmite Next (Jani). Ykaxite mapons s KOpUCTyBada. Voro mapamerpu
MTOBUHHI BiAMOBIIaTH Balllii MOMITUII TTAPOJTIB;

Confirm Password (IliaTBeppkeHHs ) - 1oJie, BAKOPUCTOBYBAHE VIS i TBEPIKCHHS
MIPaBUIBHOCTI BBEJIEHOTO MapOJIs;

User must change password at next logon (BumaraTu 3MiHy mapoJisi Ipyu HaCTYITHOMY
BXOJll B CHUCTEMY) - SKIIO LW Mpanopelpb YCTaHOBIEHUH, KOpHUCTyBauyeBl MOTPIOHO
3MIHUTH NapOJIb IPU HACTYITHOMY BXOJI1 B CUCTEMY;

User cannot change password (3a00poHUTH 3MiHY MapoJisi KOPUCTYBAYEM) - SIKIIIO
el mpanopelp yCTaHOBJIEHUH, KOPUCTYBAaY HE MOXKE 3MIHUTH MapoJib;

Password never expires (Tepmin aii maposist He 0OMEKEHHIT) - SIKIIO 1€ Mparoperb
YCTAHOBJICHHMH, Yac il mapoiisi Ajs IOro OOJIKOBOrO 3amucy He oOMexkeHMH (ueit
napameTp MepeKpUBae JTOMEHHY MOJIITUKY OOJIKOBHX 3aIHCIB);

Account is disabled (BiakmrounTi O0O0JMIKOBHI 3amuc) - SIKIIO IIEW Mparoperb
YCTAQHOBJICHUH, OOJIIKOBUH 3amuc He Ji€ (MapaMeTp 3pyYHHUH JUIs THMYacoBOi 3a00pOHU
BUKOPUCTaHHSA KUM-HEOY/Ib IIbOTO OOJIIKOBOTO 3aITHCY).

OO6miKOB1 3amKMCH JO3BOJISIOTH 30epiraTi KOHTAKTHY iH(QOpMAaLlil0 KOPUCTYBaviB, a
Tak caMo iH(poOpMaIlil0 MPO y4acTh y PI3HUX JOMEHHHUX Tpylnax, HUIAX 10 Mpodiiro,



CIIeHapiil BXOJy, HUISX JOMAIIHBOI MAIKH, CIIMCOK KOMITIOTEPIB, 3 SIKUX KOPUCTYBadeBi
JT03BOJICHUH BXiJ Y JOMEH 1 T.1I.

Cuenapii BXoy BU3HaYalOTh KOMaH/IM, BUKOHYBAaHI IIPU KOKHOMY BXO/Ii B CUCTEMY.
BoHu 103BONIAIOTE HACTPOITH CUCTEMHUHN Yac, MEPEXKHI1 MPUHTEPH, HUISIXU 10 MEPEKHUX
auckiB 1 T.4. CreHapii 3aCTOCOBYIOTBCSI Ul Pa30BOr0 3allyCKy KOMAaHJ, IpPHU LbOMY
napaMeTpu CEepeloBHILA, 10 33Jal0ThCsl CLEHAPIAMU, HE 30epiratloThes A HACTYIHOTO
BukopucTtanHs. CiieHapisiMu BXOJIy MOXYTh OyTu ¢aiinm cepepa ciieHapiiB Windows 3
posmupenasamu .VBS, .JS 1 inmri, naketHi ¢aiinu 3 po3mmpenasm BAT, komannani ¢aiimm
3 posmmpenHsaM .CMD, nporpamu 3 po3mupenssm .EXE.

MoskHa TPU3HAYUTH KOXXHOMY OOJIIKOBOMY 3aIllCy CBOIO JOMAIIHIO TAIKy IS
30epiraHHs i BiTHOBIEHHS (paiiiIiB KOpUCTyBaya. BijbIIiCTh J0AATKIB 32 3aMOBYYBaHHSIM
BIJIKpUBAIOTh JIOMAILIHIO MAIKy JUIsl OmNepaliil BIAKpUTTA i 30epekeHHs (aiini, 110
CIIPOILIy€ KOPUCTYBayaM IOILIYK CBOIX JaHUX. Y KOMaHIHOMY PSAIKY JOMAIIHS IaIKa €
[IOYaTKOBUM IOTOYHUM KaTtajorom. JloMamiHs namka MOXKe pO3TAIlOBYBATUCS SIK Ha
JIOKaJIbHOMY JKOPCTKOMY JICKY KOPHUCTYBada, TaK 1 Ha 3aralbHOJJOCTYITHOMY MEpPEKHOMY
IIAICKY.

Jlo nmomeHHHX OOJIKOBMUX 3allUCIiB  KOMO'IOTEpIB 1 KOPHUCTYBAa4iB MOXYTh
3aCTOCOBYBATHCSI TPYNOBI MOMITHKH. ['pyrmoBa MoONTHKA CHIPOLIy€E aaMiHICTpyBaHHS,
HA/Ial0YM aJIMIHICTpAaTOpPaM LEHTPATi30BaHUN KOHTPOJb HaJ MPHUBLICSAMH, T03BOJIAMH i
MO’KJIMBOCTSIMU KOPUCTYBayiB 1 KOMI'TOTepiB. [ pymnoBa nomiTuka 103BOJISE:

" CTBOPIOBATH IIEHTPATi30BaHO KEpPOBaHI CIHeUialdbHI MaNK{, Hanpukiax My
Documents (Moi 1okymMeHTH);

® VIIPABISATA JIOCTYIIOM JO KOMMIOHEHTIB Windows, CHUCTEMHUX 1 MEpPEKHHUX
pecypciB, IHCTPYMEHTIB MMaHeN i KepyBaHHs, pobodoro crony i MeHto Start (ITyck);

® HACTPOITU CIIEHapli KOPUCTYBauiB 1 KOMI'IOTEPIB HAa BUKOHAHHS 3aBJIaHHS B
3aJJaHUH Yac;

® HACTPOIOBATH NOJITHUKU MapojiiB 1 OJIOKyBaHHS OOJIKOBUX 3allUCIB, ayAWTa,
MIPUCBOEHHS KOPUCTYBAIbKUX MPaB 1 O€3MEKH.

ITosriTHKH NOMEHHHMX MAPOJIiB

* Bu MoxeTe i1 CBOiX KOPHCTyBauiB BHUKOPUCTOBYBATH JOAATKOBI MpaBWia Y
¢dopmi monituk napoaiB Windows Server 2003.

= Bam cnin perenbHO mNepeBipUTH W OOMIpKYBaTH HasiBHI MOJIITUKM TMapojiiB B
Windows Server 2003, ockiibku Ballli KOpUCTyBadi OyIyThb MOCTIHO MiAKOPATUCS UM
MIpaBUJIAM.

® [ToniTUKM MapoJIiB NOCTYIMHI TUIBKH Ui AOMeHa, a He 1yt OU.

» Kondirypyiite momitiku napodis s fomeHa B Domain Security Policy -Security
Settings\Account Policies\Password Policy. (Puc.2.19)



:m Default Domain Security Settings

Bile  Action  Wiew  Help

&= DEl X B @@

@ Security Settings
E@ Account Policies

i " Password F'|:||i|:';.-'
Account Lockoutk Policy
B-GEg! Kerberos Policy

Policy  /

| Policy setting

Enforce password history
Maximum passward age
Minimum password age
Minimum password length

24 passwords remembered
47 days

1 davys

7 characters

Passwnrd must meet complexity requirements  Enabled
Store passwords using reversible encryption Disabled

[-2g] Local Policies

-=g Event Log

@ Restricted Groups
@ Syskem Services

@ Reqgistry

Puc.2.19

Bci mapodi 3a 3aBMOBYYBaHHSIM ITOBUHHI BiJIIIOB1IaTh HACTYITHUM BUMOTaM.

* Bin He MOXe MICTUTH YacTKOBO (200 TOBHICTIO) iM'S 3 OOJIKOBOrO 3amucy
KOpHCTyBayJa.

* BiH NOBUHEH MICTUTH HE MEHIIIE [IIECTU CUMBOIIIB.

* BiH MOBUHEH MICTUTH CUMBOJIH, IPHHAWMHI, 3 TPHOX KaTEropii cepe/l HACTYITHUX
YOTHPHOX KaTeropiii:

o) aHTJiiChKI mpornucHi OykBu (Big A 10
Z); o aHIIAChKI MaIi JiitepH (Bij a 110 Z);
o muppu Bix 0 mo 9; o HeandasiTHI

cumBoiu (Hampukian, !, $, #, %).

IIpodgiai kopucryBauis

[Tpodins KopucTyBaya - 1€ rpyIa HaCTPOIOBaHb, Ki BUZHAYAIOTH POOOUE OTOUCHHS
kopuctyBada. Windows Server 2003 BukopucTtoBye npo@iiab JUisi CTBOPEHHS poO04Oro
OTOUYEHHsSI KOpHUCTyBaya IpH BXOJl. THIOBI HaCTpOIOBaHHSI MNPOQUII0 KOpPHUCTyBaya
BKJIIOUAIOTH KOHIryparmiro poOoYoro croia, BMICT MEHIO, HACTPOIOBAHHS TaHel
kepyBaHHs (Control Panel), 3'eqHanss 3 MepexHUM MPUHTEPOM 1 T.A.

€ nexingbKa TUMIB MpodisiB, 1 BU MOKETE BUKOPUCTOBYBATH Oyb-sIKy KOMOIHAIIiIO
npodiTiB Ha BCbOMY MIANPUEMCTBI, IO BIANOBia€ moTpedaM BallMX KOPHUCTyBayiB. Y
LbOMY PO3/JLJI A€THCS OIJISL]T HACTYITHUX THUIIIB MPO(DIIIIB:

= nokanbHi (Local);

* mepeMimarodi abo "Omykaroui" (Roaming);

= 00oB’s13koBi (Mandatory).

JloxanabHi npogini

Windows Server 2003 cTBOpro€ oKanbHUN NpOodiIb MPHU MEPIIOMY BXOJII KOXKHOTO
KopHcTyBada Ha Komm'torep. KoxHuil kopucTyBaubkuii npodinp 30epiraeTbes B mamiii
\Documents and Settings\User(Puc.2.20) ne User - 1ie iM's BXOly I[bOT'O KOPHUCTyBaya
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b ) My Dooamert My Recart Docsmerts P oide
L5 My Recard [x Nettood Fie Foder
) NetHood Prectiood Fén F oy
) Printrood Serdlo e P oider
) Secsflo e SLart Merws Fae Foicder
& ) Start Menwy Terglates Fle Foider
) Teoplstes v T NTUSER DAY SI2K0  DAT M <
£ » < >
1% otoects (Duh free space: 10,9 GH) 1552 % My Cotgeter
Puc.2.20

IMepemimeni nmpodimi

[TepeminryBanuii (6nykatouuii) mpodins 30epiraetbes Ha cepBepi. Lleit mpodinb
3aBaHTAXYETHCS Ha JIOKAIBHUH KOMITIOTEp i3 cepBepa, KOIM KOPUCTYyBad BXOIMTH Y
MEpexKy, HE3aJIeKHO BiJl KOMIT'IOTEpPA, 3 SKOTO BUKOHYE BXiJ Iel KopucTyBad. Byab-ski
3MiHH, SIKi BHOCUTH I KOPHCTyBad y HACTpPOIOBaHHs KOHQIryparmii, 30epiraroTbcst B
JTaHoMy Tpodii Ha cepBepi.

O00B’s13x0BHI TPOPiIbL

O060B's13x0BU# TIPOQiIIB - 1Ie TepeMilTyBaHuil MPodiib, IKU HE MOYKHA 3MIHIOBATH.
Xo4a KOpHCTYyBaul MOXYTh 3MIHIOBATH JICSIKI HACTPOIOBAHHS TI1J] 4aC CEaHCy, 111 3MIHU HE
30epiratoTbecsi B Mpodial Ha cepBepl ¥ HEJOCTYNHI HpPU HACTYINHOMY BXOJl ILIbOTO
KopHcTyBada B Mepexy. OJHaK aaMiHICTpaTOpU MOXKYTh BHOCHUTH 3MIiHH B OOOB'S3KOBI
npodini kopucTyBauiB. OCKUTEKH 000B'SI3KOB1 MpodiTi HE MOKHA 3MIHIOBATH BiJMOBIIHO
0 OCOOMCTHX HACTpOIOBaHb KOPHCTyBada, iX MOXKHA 3aCTOCOBYBaTH [0 TpyI
KOPHCTYBayiB.

JlomamHi nanku

JlomamHs mamka - 1€ JUPEKTOpis, Ky BH NpHU3HAYAETe SK KOHTEWHEp IUid
JIOKYMEHTIB KOpHCTyBaya. Y BHUIMAJKY JOMEHa li€ 3BUYaiiHO NanKa Ha cepBepi, siKa CIpuse
pe3epBHOMY KOIIIIOBAaHHIO JaHUX KOpPUCTyBaya. Pe3epBHE KOIIIIOBaHHS CEpBEPIB
BIIOYBA€TbCS PETYJSPHO, Y TOW Yac sK pPe3epBHE KOIMIIOBaHHSA JIOKAJBHUX POOOUYMX
CTaHIL He BiIOYyBaeThCs Maiike HiKoJIH. By MoeTe Tako CTBOPIOBATH JOMAIHI MarKH
JUISL KOPUCTYBAaUiB HA IXHIX JIOKaJIbHUX pOOOYMX CTAHIIISX, ajle 3BUYaiHO 110 POJIb BUKOHYE
nanka My Documents. /lomamHi mankd Ha cepBepl CTBOPIOIOTHCA JII OKPEMHX
KOPHUCTYBAYiB yCepeInHI 3a3/1aJIeTi/Ib CTBOPEHOTO PO3IIAPEHOTO PECYPCY.



IlepenanpaB/eHHs JOKYMEHTIB y JOMALIHIO NANKY

Sxmo B KopucTyBaua 6e3 mepemilryBaHoro npodiIio € TOMAIIHS Manka Ha cepBepi,
To y BikHi My Computer 3'sBiisieThCsl BiJoOpaxkyBaHa OyKBa HAaKONMYIyBaya, 1 3alIPOIICHHS
B KOMaHIHOMY pSIKy TEXK MICTHTh If0 OykBy HakomudyBada. OJHaK IporpaMu
IPOJIOBXKYIOTH 30epirati JoKkyMeHTH B manii My Documents, 110 € JOManIHbpo0 Mamnkoro.
Bam nmotpibno nepenanpasisati nanky My Documents y qomamiHio manky, i e Mo>kHa
pPOOUTH PI3HOMAHITHUMU CIIOCOOAMMU.

[HCTpYKIIIT Ay’KE MPOCTi: MOTPIOHO KIIAIHYTH IPABOI0 KHOIMKOKO MHIIIN Ha Manky My
Documents, BuOpatu myHKT Properties i moTiM 3MIHUTH Miclleé PO3TAalllyBaHHS B IOJIE
Target (Micue npu3HaueHHs) Ha JOMAIIHIO MankKy (BiAMOBiAHAa OyKBa HAKOIMUYYBaua).
Windows 3anurae Bac, 41 OTpiOHO MEPEMICTUTH ICHYIOUl IOKYMEHTH B 1€ HOBE MiCII€.
KnanniTe Ha kHOTIKY Yes.

Kpim 3aBmanp KepyBaHHS KOPUCTYBAallbKUMH OOJIKOBHMH 3alMCaMU W TPyHaMH
iCHye Maca IHIIMX 3aBIaHb KepPyBaHHS JOMEHOM. [y 1bOTO CITy’>KaTh iHII BKJIAAKH W
JO/IaTKH.

Brmagka Active Directory Domains and Trusts ciayxuTth aist poOOTH 3 TOMEHAMH,
JepeBaMH JOMEHIB 1 JTicaMu JIOMEHIB.

Brmagka Active Directory Sites and Services (Puc.2.21) mo3Boisie ympaBusiTH
caiTamMu ¥ miagMepekamu, a Tak caMO MDKCAaWTOBOM PETUTIKAIII€0.

Y, Active Directory Sites and Services

ﬂ_gﬁ File Action View Window Help
e= B@EXEFRE D
@ Active Directory Sites and Services [s ] Subnets 0 objects
=L Sites Name [ site | Location | Type

B Default-First-Site-Name
1 Inter-Site Transports There are no items to show in this view.

Puc.2.21

st kepyBanHs 00'ektamu AD 1CHYIOTB 3aC00M KOMaHAHOTO PSIKA, K1 TO3BOJISIOTH
3/11ACHIOBATH UIMPOKUM CHEKTP aMIHICTPaTUBHUX 3aBJaHb:

Dsadd - nomae B Active Directory KoMIm'toTepu, KOHTAKTH, TPYIH, OpraHi3alliiHi
MiIpo3auk ¥ KopucTyBadiB. /[ oxeprkaHHs A0BIAKOBOI iH(popMmalii BBeniTh dsadd /?,
Hanpukian dsadd computer/?

Dsmod - 3miHIO€ BIACTHBOCTI KOMITIOTEpIiB, KOHTAaKTiB, TPYI, OpraHi3alliiHUX
MIIPO3JUTIB, KOPHUCTYyBadiB 1 cepBepiB, 3apeecTpoBaHux B Active Directory. Jlns
oJlep>KaHHs AOBiIKOBOI iHGopMarrii BBeaiTh dsmod /?, Hanpukinag dsmod server /?

Dsmove - nepemiiae ofuHOYHUMN 00'€KT Y HOBE pO3TalllyBaHHS B MEXax JOMeHa abo
nepeMeHoBYy€e 00'€KT 0€3 MmepeMilleHHS.

Dsget - BimoOpaxae BIaCTMBOCTI KOMI'IOTEPIB, KOHTAKTIB, IPYyM, OpraHi3aliiHuX
MIIPO3JIUTIB, KOPUCTYBadiB, CailTiB, MiMEpeX 1 CEepBepiB, 3apeecTpoBaHUX B Active



Directory. s onepkanssi noBiakoBoi iHdopmarii BBemiTe dsget /?, Hanpukian dsget
subnet /?

Dsquery - 3milicHIOE TMOIIYK KOMIT'IOTEpPiB, KOHTAKTiB, TPYIl, OpraHi3aliifHuX
MiApO3/AiIiB, KOPUCTYBAUiB, CAiTIB, MiAMEpex 1 cepBepiB B Active Directory 3a 3agaHnumu
KPUTEPISIMHU.

Dsrm - Bunansie 06'exT i3 Active Directory.

Ntdsutil - no3Bossie meperssimaté iHdopMallifo MPo CalT, JOMEH abo cepsep,
YIpaBJIATH XO35HAMHU orepaniil (operations masters) i o0ciyroByBaru 6a3zy naHux Active
Directory.

Tax camo icHy1OTh 3aco0u miaTpumku Active Directory:

Ldp - 3xiiicaioe B Active Directory Administration omnepartii mo mporokoiry LDAP.

Replmon - VYmnpagrise perutikaniero i BimoOpaxae i pe3ynbraTd B rpadiuHOMy
iHTepderci.

Dsacls - Ynpasnsie cniuckamu ACL (cimckamu KepyBaHHSI JOCTYIIOM) JiIsl 00'€KTIiB
Active Directory.

Dfsutil - Yopasnsie posnoainenoro daiinosoro cucremoro (Distributed File System,
DFS) i BimoOpaskae BimoMOoCTi mpo ii poOoTy.

Dnscmd - Yrpasisie BI1acTHBOCTSMU CEpBEpiB, 30H 1 3anuciB pecypcis DNS.

Movetree - [Iepemimiae 06'€eKTH 3 OTHOTO JJOMEHA B 1HIIIIH.

Repadmin - Ynpagisie perutikaiiiero i Bioopaxae i pe3yabTaTH y BiKHI KOMaHIHOTO
psKa.

Sdcbeck - Ananizye moumpeHHs, peruTiKaiio i CragKyBaHHs CIUCKIB KepyBaHHS
JOCTYIIOM.

Sidwalker - 3amae crucku KepyBaHHS IOCTYNOM JUis 00'€KTIB, Y MHUHYJIOMY, IO
HaJIeKaIH MepeMillleHUM, BUIYYeHUM a0o0 3ary0jaeHrM 00JIIKOBUM 3alHCcaM.

Netdom - /To3BoJisie yripaBiasTH TOMEHAMH i JOBIPYUMHE BiTHOCHHAMH 3 KOMaH/IHOTO
psaKa.

Otxe, 00'emHaHHS TPy KOMITIOTEPIB Y IoMeHHU Ha 6a31 Active Directory no3Bosisie
CYTTEBO 3HU3UTH BHUTpPAaTH aIMIHICTPAaTUBHMX 3aBJaHb 3a paxXyHOK ILEHTpai3alil
KepyBaHHS JOMEHHUMHU OOJIIKOBUMH 3alliCcaMU KOMI'IOTEPIB 1 KOPUCTYBAUiB, a TaK Camo
JI03BOJISIE THYYKO YIPAaBIATH IpaBaMU KOPHUCTyBauiB, O€3MEKOI0 1 Macorw 1HIIMX
napameTpis.



INPAKTUYHE 3ABJAHHA

1. YcranoBka IloaiTuk mapoJiB AJisi 10MeHY.
» Biakpuaemo BikHO Start-administrative Tools--- Domain Security Policy
= 3 Security Settings Budbupaemo Account Policies - Password Policy
= VYcranoBaoeMo Minimum Password Length B 0 cumBoutiB
= VYcranormoeMo Password Must Meet Complexity Requirements B Disabled
= 3akpuBaeMo BikHO Domain Security Policy
» BigkpuBaemo BikHO Start-administrative Tools--- Domain Controller
Security
Policy
= 3 Security Settings Bubupaemo Local Policies - User Right Assignment =
Hus Allow Log On Locally BinkpuBaemo Properties. Haruckaemo Add User Or
Group. I 3amaemo im's Everyone..
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[V Define these policy settings:
Account Operators
é.dn“!inistr_ators
Add User or Group L ﬂ LI

User and group names

IEveryoneI Browse ... I

0K I Cancel I

Add User or Group... I Hemaoye I

= 3akpuaeMo BikHO Domain Controller Security Policy
= Jlns 3actocyBaHHS 3pOOJI€HMX HACTpOIOBaHb BiAKpuBaemo cmd
(komaHHUH PAIOK) 1 3acTocoByeMo komanay Gpupdate.

2. CrtBopuTH ciM HOBHX 00;1ikoBHX 3anuciB B Active Directory 06'exra Users 3
HACTYIIHMMH IIapaMeTpaMHu:
4.1. First Name: Ginnie; Initial: B.; Last Name: Donald;
User Logon Name: Ginnie; Password: girLYc@t;
BimMmiTuTi Password Never Expires; 3usaTH Biamitky User
Must Change Password at Next Logon.



4.2. First Name: Robert; Last Name: Jones; User
Logon Name: Robert; Password: b4tm4n; Biamitutu
Password Never Expires; 3usat Binmitky User Must
Change Password at Next Logon.

4.3. First Name: Terry; Last Name: Belle; User Logon
Name: Terry; Password: b4tglrl; BigmiTuTu Password
Never Expires; 3nsatu BigMitky User Must Change
Password at Next Logon.

4.4, First Name: Ron; Last Name: Klein; User Logon
Name: Ron; Password: sup3rm4n; Bigmitutu Password
Never Expires; 3usaTu BigmiTky User Must Change
Password at Next Logon.

4.5. First Name: Wendy; Last Name: Smith; User
Logon Name: Wendy; Password: sup3rglrl; Bigmitutu
Password Never Expires; 3ustu BimMiTky User Must
Change Password at Next Logon.

4.6. First Name: Emily; Last Name: Buras; User Logon
Name: Emily; Password: p34ch; sinmitut Password Never
Expires;

3HatH BiAMITKY User Must Change Password at Next Logon.
4.7. First Name: Michael; Last Name: Phillips; User
Logon Name: Michael; Password: 4ppl3; BimmiTuTn
Password Never Expires; 3usitu BigMiTky User Must
Change Password at Next Logon.

3 Windows XP Professional Hamaraemocst 3aliTu miJl CTBOPEHUMH OOJIKOBUMHU
3anucamu Ginnie, Robert, Terry, Ron.

3. Bigk/roueHHst 00,1iKOBOr0 3aNUCy KOPHCTYBaya
» V BikHI Active Directory Users and Computers cepea CHUCKY KOpPHUCTYBauiB
HAILIOro JoMeHa BUOupaemo ais kopuctyBada Robert Bnactusicts Disable Account



PR B

b= Copy...
w| Users 22obj Addtoagroup...

Name besa‘ption |
€l i0nsadmins  ResetPassworél. B administrators Group
@msUpdale Move... DNS clients who are permi...
€Boomain adi OpenHomePage  hegignated administrators. ..
@Domain(ot Send Mail Bl workstations and serve...
€iDomain Cot af Tacks » Pl domain controllers in th...
BoomainGwn—— il domain guests
¢PoomainUse  Cut il domain users
€Renterprise  Delete Designated administrators. .
gGroupPo&c Rename Members in this group can...

Guest ti Built-in account for guest ...
ﬁHebServict L4 GGroup for the Help and Su...
@RA’SWIF Help Bervers in this group can ...
ﬁ Robert Jones  User
€3 Ron Klein User
Qsdvema Admins Security Group ... Designated administrators...

3 Windows XP Professional Hamaraemocst 3aiitu 1ij kopuctyBadeMm Robert. Cripoda
MOBHUHHA MIPOBAIIUTHCS, TOMY 10 KOprcTyBau Robert He akTHBHUIA.

4. BuiaJjieHHs1 00J1iIKOBOI'0 3aNiCy KOPUCTyBa4ya
* V BikHi Active Directory Users and Computers cepej; CIMCKy KOpPUCTYBauiB
HAIIIOTO JOMEHa BUOMpaeMo /s KopuctyBada Terry BmactuBicts Delete

$girEpoe e =1
€RRAS ar ;
Cut
€2 Robert -
g v E—
mSchem- ‘
€suppo Properties
gTelnetf Help

3 Windows XP Professional Hamaraemocs 3aiitu mijn kopuctyBadem Terry.

5. BukopucTaHH JIOKAJIBHOI0 MPoQijIl0 KOPpUCTYBayYa:

= 3 Windows XP Professional 3axoaumo B qomeH mig Administrator;

= 3axoaumo B manky C:\Documents and Settings. Y mami nepeOyBaroTh MiANanku
JUIsl KOPUCTYBAUiB sKi 3aJI0TiHYBaIMcs y cucteMy. IlepekoHaeTecs 110 A1 KOpUCTYBayiB
Emily i Michael Hemae BifnmoBiiHUX ManoOK-MPOQiiB;

= 3anorinyemMocs B ioMeH 11 kopuctyBaueM Emily (Password: p34ch) i ctBoproemo
npodink. 3MiHI0EMO HacTporoBaHHS PoOodoro Crona (MiHsieMO GOH i J0Ja€EMO SPIIUK Ha
calc.exe);

= 3ayorinyemMocs B IoMeH mij kopuctyBaueM Michael (Password: 4ppl3);

= 3anorinyemocs B 1oMeH mig Administrator. 3axoanmo B manky C:\Documents and
Settings. [lepekonyemocs 1o npodini ams kopuctysauiB Emily 1 Michael 3'sBunucs.

6. BukopucTaHHs nepemimyBaHoro npogijirwo kopucryBaya:



=V BikHi Active Directory Users and Computers myis 06'ekra Users cTBOprOEMO

HOBOI'O KOpUCTYyBada
First Name: Test; Last Name: Accounts; User

Logon

Name: Test; Password:girlyc@t; Bim3Hauntu Password
Never Expires; 3ustH ominky User Must Change

Password at Next Logon.

=» Ha nmucky (C:) crBoproemo mamnky Profiles. I 3axomumo y BikHO Sharing and

Security...

LJllaon

I )Progr Open

3 Explore

L Users Sasrch

Cywing 2EAEhs

L Sharing and Security, .,
Send To 3
Cut
Copy
Create Shortcut
Delete
Renamsa

= Bubupaemo Biaaky Sharing i BifzHaua

e ruwer Heojewiv
File Folder 2/8/2010 2:(
File Folder 1/25/2010 1
File Folder 2/8/2010 1:¢
File Folder 1/25/2010 1
File Folder 1/25/2010 1

emo Share this Folder. Hatuckaemo kHoOKy

Permissions 1 y BikHi, mo Bimkpwiocs, aisi rpynu Everyone Bimznawaemo Allow Full

Control.

Profiles Properties P

General Sharing 'Security! Customizel

[ = _Z ‘You can share this folder with other users on your
== network. To enable sharing for this folder, click Share this
folder.
@ is folder

Share name: lF‘roﬁIes :I
LComment: I
User limit: & Mavimum allowed

" Allow this number of users: | _'::l

To set permissions for users who access this
ns.

Permicsi
folder over the network, click Permi SmEsions |

Caching |
New Share I

To configure settings for offline access, click
Caching.

Apply

[ o |

Cancel |

21X

T T
Permissions for Profiles

" Share Pemmissions l

2 xif

_@_roup Or User names:

Add... I Remove I
germissions for Everyone Allow Deny
Full Control O
Change O
Read |
oK I Cancel I Apply |

= V BikHi Profiles Properties Bubupaemo Bkiaaky Security 1 BimzHagaemo Allow Full

Control nns rpynu Users .
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’ Geeal| Ghamg  Seclr | Custorese |
x
- Grong of user nates 1
i' s + IS Admrsyans|
3 € CREATOR DWNER
3 | ERsvsTEM
= | O
w
= Agd. | peos |
Barruzzons ot Uses Alow Dery
Full Conhdl 5] 0 =
Mody ]
Read & Exsode O
List Fobder Conterts 3] o
Fead ] O
Wiie B D
[T | T— ™ ™ .'J
For speoal permesstrs o b advanced mitngs,
ciok Advanced _frend |
I 0L I Cancel I a l

*= 3aJIOT1HIOEMOCH Ha cepBep y ToMeH mija kopuctyBadeM Test (Password: girlyc@t).

= Ha Po6oyomy Croui ctBoproemo nBa sipiuku: Cale 1 Explorer.

* 3aJI0TiHI0EMOCH B JoMeH i Administrator.

= 3axomumo Start->Control Panel-> System. Ilepexomumo y Bkiaaky Advanced i
Bubupaemo User Profiles Settings.

= BuOupaemo kopuctyBaua Test 1 HaTrckaemo Copy To

COTTTE— ux

Use peoiies shore sattings for wour dedtop and other

sa Wlomator ko bo o g accourt. Yoo Lo reate 3
A arert ceclie o0 ach oo er i) a0, o et kit g
Toavg poo' e Thal s hn e o0 ey Tonles o s,

Erothes z2oeec on this covguter;

Hsoe Zon Iy | Rse Mo, |
B2l Acn it rator CXED s Loca! 8
e S5 KH e 2 2055
2N Tt ocal LET R ) Local 2.

Twnga Ty Dediin l o To

Tocroat e few, e aocoants, oidk here

[ et |

* BuzHagaeMo MepexHHI MUTSIX A0 TEPEMIIyBaHOTO MPODLUTI0 KOpHCTyBaya
\\yourservername\Profiles\Test.
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~Copy profile to

\\Server\Profiles|Test =
I Cancel I
Browse l

- Permitted to use

Change I

Haxxumaemo kHonky Change B o6sacti Permitted to use. ® 3amaemo iM’st
kopuctyBaya Test. | 3akpuBaeMo Bci BikHa Haxkumarouu OK.

Select User or Group I .?J.Z

Select this object type:

IUser or Built-in security principal Object Types... I

From this location:

Ikszi.local Locations... |
Enter the object hame to select [examples):

Tes{ Check Names I

Advanced... | 0K I Cancel I

=V BikHi Active Directory Users and Computers cepen CHUCKY KOPHUCTYBayiB
HAILIOro JOMeHa BUOUpaeMo A KopuctyBaua Test BmacTusicTh Properties.

= [Iepexogumo y Bkianky Profile i mns mons Profile Path 3amaemo mmmsax
\\yourservername\Profiles\Test.

Test Account Properties .ﬂ_x

MemberOf |  Diakin | Envionment I Sessions |
Remate control ] Teminal Services Profile | COM+ |
General | Address | Account Profile | Telephones | Organization |

User profile

Profile path: l\\server\ploﬁles\lest

Logon seript: [I

=3 Windows XP Professional 3axomumo min kxopuctyBauem Test. Mu mnoBuHHI
no0aunTu ApAukH jnonaHi Ha PoOoumit CTin mijg 4Yac CTBOPEHHS MNEpeMilllyBaHOIo

npodino.



7. Buxopucranus /lonaBaHHs1 JOMAaNIHIX NANOK 10 NpoginiB

= CtBOpIiTH Nanky 3 imeHeM Users 1 3 iMeHeM po3mapeHoro pecypcy Users Ha JUCKY
(Z:), 3apaiire s rpynu Everyone nosHoBaxkeHHs Full Control.

= [I[[o6 cTBOpUTH MOMAIIHIO MAINKY JJs KOPUCTyBaya, BIAKPHITE 1aJOTOBE BIKHO
Properties st iporo kopucryBaua B ocHameHHi Active Directory Users and Computers.
[Tepeiiaite y Brianaky Profiles, Bubepite BapianT Connect (IIpueanaTtu), mo paxtuyHo €
aBTOMAaTHMYHHUM BifoOpakeHHSM OyKBM HAKONMHWYyBaya, yKaXiTh OYKBY HakomuyyBada i
noTiM yBeaiTh Unc-nusx.

est Account Properties . _9.]3.(..‘

Member Of l Dial-in I Environment I Sessions
Remate control ] Terminal Services Profile | COM+
General I Address I Account  Profile I Telephones | Organization

~ User profile

Profile path: I'\\servet'\profiles\tesl

Logan script: II

~Home folder
" Local path: I

@ Connect: |2 =] To [Mserveriusersitest

® [Ticns natuckanHs Ha OK OcTaHHS YacTHHA IHOTO HULIXY (iM's KOpHCTyBaua)
HeraiiHo cTBoproeThes. Llei mponec Bipi3HAETHCS BlJl CTBOPEHHS JaHOI YaCTUHH LUIAXY
JUIS TIepeMilllyBaHUX NMPOP1IiB, KA HE CTBOPIOETHCS HA CEpBEpPl, OKHU TaHUN KOPUCTyBay
HE BUKOHAE BX1Jl y JIOMEH.

= 3 Windows XP Professional 3axonumo nig kopuctyBauem Test. 3axonumo B Miit
Kowmm'torep 1 6aunmo HOBHI MepexkHuit auck Test Ha cepepi.

Network Drives

w test on 'serveriusers' (Z:)

—

Free Space: 16.7 GB
Total Size: 19.9GB

» BinkpuBaemo Properties ans manku My Documents, y mone Target (Micue
MPU3HAYEHHA) 33J]a€EMO JIOMAIHIO Manky (BiamoBigHa OykBa HakomuuyBaya). Windows
3amuTaE Bac, YM MOTPIOHO MEPEMICTHTH ICHYIOUl JOKYMEHTH B I1€ HOBe Mmicie. KmamHiTh
Ha KHOIIKY Yes.
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Target 'Genetall Securty |

/] The My Documents folder is a shortcut to the target
folder location shown below,

[ Target folder location
Target: [ﬁ

RestoreDefok | Move.. |  FindTarget.. |

8. CTBopenHs rpynu B Active Directory

= y BikHi Active Directory Users and Computers ans o06’exta Users
CTBOPIOEMO HOBY I'pYyIIILy

] rrogram vaca 1 — it pad el i i vid bbb don | S ol
@1 System moomain Users Security Grou
= w €T Erterprise Admins Security Grot
Delegate Contral... innie B, Donald User
Find... roup Policy Creato,.. Security GroL
Computer ,
All Tasks »  Contact i
Group r"rity Grou
:f::w S iows Frombion InetOrgPerson ur?ty Grou
ShEeion PRk MSMQ Queue Alias  [rity Grou
Refresh Printer
Export List.., User
Shared Folder
Properties
Help
. y BikHI New Object-Group mpomnucyemMo HaCTYITHI TapaMeTpH:
oot oo %
z @ Crosdurs e docd/Uvers
Group e
[‘h':: Goup
Groags rerre (pro-dindows 2000):
[1-4 (et s
" Dgaan el * getirny
~ gebal " Distrtetion
-
(o ] e |

. BiIKpuBaemMo BikHO Properties mist rpynu Test Group



B 1ES]

Test

Gronp Properties

+ Bevel | Mmbes | Mener 0| Mansged | Otisct | Secarty |
@ Taz Giowp
Dgropben: |
Ene |
CEwpxee Gluobpe
€ by bt & Sacrty
 Gheed F ratdie
O Uiverrdd
Hotex
=
=l
TN N |
. [lepexonumo no Bkiaaku Members 1 Hatuckaemo Add. Bogmmo ims
Ginnie i Hatuckaemo Ok. llle nomaemo B rpyny kopuctyBadiB Emily i Wendy.
21 ]|
Select this object type:
IUsers or Other objects Obiect Types... |
FErom this location:

Iksa'.local Locations... |

Enter the object names to select (examples):
Check Names |

Advanced... ] Cancel
_adanced.| | |

<

o
| | Int for que:

Select Users, Contacts, or Computers M
Select the cbiect e
Pm«ﬂhnhiau Degect Typos.
From tes locakon
b S
£ the bpect nemms i wlect [smsrrpies)
Greved ‘Check Names

[TepeBipTe mpuHANEXKHICTH 10 Tpyn y KopuctyBadiB Wendy 1 Ron.



Ron Klein Properties ?I x|

Account | Profie | Telephones | Organization Member Of | Diakin | E4 »

‘Member of:

Thete is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.




